Dmcdsley .' West Lindsey CCTV Service

The Entrepreneurial Council

rd

The Entrepreneurial Council

e

West Lindsey CCTV Service

CCTV Impact
Assessment

Location(s): [\\Nest Lindsey

Customer or Client: |N Ot applicable

Date of assessment:

CCTV Impact Assessment v1.0 Page 1 of 11



West Lindsey CCTV Service

District Council y
The Entrepreneurial Council

Introduction

As part of our CCTV Service we provide a range of surveillance and monitoring
solutions to meet local needs. This includes the use of overt and covert CCTV
cameras. Our service is provided in line with our CCTV Code of Practice and complies
with the Surveillance Camera Commissioners Code of Practice.

We complete an Impact Assessment for all locations where we install and operate
CCTV. Our Impact Assessment consists of four stages:

Stage 1: Operational Requirement
We review the need for CCTV to ensure it is justified and proportionate

Stage 2: Privacy Impact (Data Protection)
We assess the risk for loss of privacy by using CCTV

Stage 3: Human Rights
We assess the impact CCTV may have on human rights

Stage 4: Surveillance Camera Code of Practice
We assess to ensure the system complies with national codes

When completing an Impact Assessment we follow current national guidance and best
practice from bodies including:

e Surveillance Camera Commissioner
e |Information Commissioners Office

Each Impact Assessment is time limited to ensure we complete regular reviews of
CCTV locations and use. We publish all completed assessments on our website.

Contact Detalls

Further information about our CCTV Service is available online:
www.west-lindsey.gov.uk/cctv

For queries about our CCTV Service please e-mail: cctv@west-lindsey.gov.uk

System Specifications
This assessment cover the following proposed and/or installed surveillance system:

x12 Body Worn CCTV camera units
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Stage 1: Operational Requirement
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The Entrepreneurial Council

1.1 What is the aim of this surveillance system?

The use of this system shall be for the purpose of:

1. Providing West Lindsey District Council and Lincolnshire Police with evidence to take criminal
and civil action in the Courts.

2. Reducing the fear of crime and providing reassurance to the public.
3. Providing assistance in the detection and prevention of crime.
4. Assisting with the maintenance of public order.

5. Maintaining and/or enhancing the safety and security of staff and members of the public.

1.2 What are the benefits to be gained from the system?

1. Staff Safety

- Enhanced ability to reduce number of potentially confrontational incidents

- Ability to record accurately incidents that occur

2. Public Safety

- Enhanced public safety via the recording of incidents

- Ability to reduce number of potentially confrontational incidents that may impact upon the public
3. Enhanced Investigations and Evidence

- Irrefutable evidence in relation to enforcement action and prosecutions

4. Financial

- Reduce requirement for dual visits where complex information needs to be recorded

- Reduction in staff resource required to review information relating to visits

- Ability to review recordings following visits reducing requirements for follow up visits (e.g. where
photographs have not identified initial issue)

- Streamlined process for storage and review of information

5. Reputational

- Enhanced perception of role enforcement officers undertake

- Enhanced accountability on enforcement officers due to activities being recorded

- Demonstration of increased professionalism and ability to act across the work areas
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1.3 Can CCTV realistically deliver the identified benefits?

West Lindsey CCTV Service

Body Worn CCTV is now widely used by Police and other enforcement agencies. It is a proven
tool used as part of PPE for staff and can gather evidential footage for criminal investigations and
enforcement activity.

Body Worn CCTV is capable of providing evidential material that can support a Police or Council
investigation and subsequent prosecution of offenders.

1.4 Will the system deliver the desired benefits now and remain
suitable in the future?

The CCTV system will provide the desired benefits operating efficiently and effectively. Subject to
operational life the system will continue to support the aims identified.

The suitability of the system will be reviewed on a regular basis to ensure it is fit for purpose and
delivering the stated aims.

1.5 Location of CCTV Cameras

Body Worn CCTV cameras will be worn and/or used by Council staff in various locations
throughout the District.

The Council's Body Worn CCTV Policy provides clear guidance on how staff will use this system
including identification of Body Worn CCTV to members of the public and those being recorded.
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Stage 2: Privacy Impact (Data Protection)

Lindsey

The Entrepreneurial Council

2.1 What organisation has responsibility and control of images
including legal responsibility under the Data Protection Act?

West Lindsey District Council maintains full control and legal responsibility for this system and
operates within agreed policies that meet all legal requirements including the Data Protection Act.

2.2 Who has access to recorded images?

West Lindsey District Council store all images securely. Access is granted to authorised
investigating bodies/organisations that have approved investigatory powers.

Members of the public can access images of themselves by completing a Subject Access
Request under the Data Protection Act.

Access to images is controlled by our CCTV Code of Practice and Body Worn CCTV Policy.

2.3 Can less privacy intrusive solutions achieve the same objectives?

Body Worn CCTV provides recorded images that can support investigations and enforcement
activity. Without CCTV it may not be possible to gather sufficient evidence.

The use of Body Worn CCTV acts as a deterrence on situations where Council staff encounter
hostile and/or aggressive members of the public. It can prevent the escalation of a situation
and/or gather footage for further investigation and criminal proceedings.
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2.4 Do you need images of identifiable individuals or could the
system use other images not capable of identifying an individual?
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Yes identifiable images are required to support any subsequent criminal investigations and
prosecutions.

2.5 What future demands may arise for wider use of images and
how will you address these?

As new national guidance and legislation is introduced we shall review our processes to ensure
access of images to other organisations or users is managed correctly.

It is possible that requests for CCTV may be made by insurance companies respresenting clients
with insurance or damages claims. CCTV images will be released for civil claims in accordance
with our CCTV Code of Practice and meeting any national codes or guidance.

2.6 What are the views of those under surveillance?

This system has been introduced as a part of PPE for Council staff. Wider public consultation has
not been completed for the introduction and use of this system.

Engagement with various Council staff has taken place on the use of this system. This includes
engagement with the Council's Joint Staff Consultative Committee.

Body Worn CCTV would be used to record people committing offenses and/or representing a risk
to Council staff. It is not practicable to gather the views from such persons on being the subject of
surveillance.
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Stage 3: Human Rights

3.1 Is the system established on a proper legal basis and operated
in accordance with the law?

Yes the system has been established on a full legal basis following all current legislation and
national codes of practice for the installation and use of Body Worn CCTV.

Our Body Worn CCTYV Policy governs the operation and use of the system to ensure full
compliance with all current legal requirements.

3.2 How will you ensure an individual’s human rights are protected?

All our monitored services respect an individuals right to basic human rights. Our Body Worn
CCTV Policy governs the use of CCTV to ensure individual rights are protected.

Council staff using this system will undergo regular training on the use of Body Worn CCTV
including protecting privacy and understanding how to protect an individual's human rights.

CCTV systems include privacy safeguards to prevent breaches of human rights and an
individuals privacy.

3.3 What could we do to minimise intrusion for individuals who are
monitored using this system?

Council staff follow our Body Worn CCTV Policy to ensure it is used for the agreed aims and
objectives only.

CCTV systems include privacy safeguards to prevent breaches of human rights and an
individuals privacy.
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West Lindsey CCTV Service

3.4 Isitnecessary to address a pressing need such as public safety,
crime prevention or national security?

Lindsey

The Entrepreneurial Council

The use of Body Worn CCTV is necessary to ensure Council staff and public safety is
maintained. Council staff work in a wide range of environments and at times will encounter
hostile and aggressive people.

This system will gather vital evidential footage to support criminal investigations and enforcement
activity which is in the public interest for maintaining law and order and public safety.

The necessity of the system will be reviewed on a regular basis.

3.5 Is the use of CCTV justified in the circumstances?

Yes Body Worn CCTV is justified as an available tool that can support the maintenance of a safe
and secure working environment for Council staff and obtain evidential footage.

3.6 Isthe use of CCTV proportionate in the circumstances?

Yes Body Worn CCTV is a proportionate response based on past incidents and the need to
ensure safety and security for Council staff and provide an effective tool for gathering evidential
footage.
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Stage 4:  Surveillance Camera Code of Practice
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4.1 Do you regularly review the system against its objectives?

All CCTV systems operated by West Lindsey District Council are reviewed against it's objectives
on an annual basis.

Reviews may also take place at other times to respond to identified issues or concerns raised by
partners, businesses and residents.

4.2 Do you have signage in place to say surveillance is taking place?

The Body Worn CCTYV units shall be worn in visible locations by Council staff. They are easily
identifiable as CCTV cameras. Staff shall give clear audible instructions when they begin to
record at a location with people present.

4.3 Does the signage highlight the point of contact?

Council staff have information cards available to any member of the public that has been
recorded using a Body Worn CCTV camera. This explains what Body Worn CCTV is and
provides a point of contact for the Council.

4.4 Do you have clear policies and procedures in place?

All Body Worn CCTV is operated in accordance with our Body Worn CCTV Policy. Council staff
follow this policy and various internal policies.

Procedures and policies are reviewed on a regular basis to ensure they are fully compliant with
national codes and legislation.

4.5 Are all CCTV staff aware of their responsibilities and any policies
and procedures?

All Council staff using Body Worn CCTV are made aware of their responsibilities and our policies

and procedures. Regular training and awareness sessions take place to ensure knowledge and
skill level is maintained.
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4.6 How long do you keep images/information for?
How do you make sure images/information is deleted?

Lindsey

The Entrepreneurial Council

All our CCTV systems record and securely stored images for 31 days. Our systems automatically
delete recorded images after this date. CCTV staff perform regular checks to ensure processed
images are not kept longer than 31 days if not part of an on-going investigation.

4.7 Do you have a policy on who has access to images?

Our Body Worn CCTV Policy and CCTV Code of Practice details who has access to CCTV
images.

4.8 Do you follow any recognised operational or technical standards?

All CCTV systems installed confirm to recommended standards for evidential quality and
operation. All installations are performed by qualified suppliers conforming to current British
Standard for CCTV installation.

4.9 Do you make sure that images captured are stored securely?

All CCTV images are stored on secure systems that can only be access by our authorised staff.
Processed images on external media are securely controlled with release statements and
movement logs.

Additional Remarks:
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Version Control

Version | Date Comments Owner

1.0 First impact assessment for this system. Grant White
(Enterprise &
Community Services)
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